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Context | PCIA .

= Top 5 italian IXPs : MIX, NAMEX, MINAP, TOP-IX, VSIX
(ordered by traffic [ peer #/ ...)

= Some other «<minor» IXPs (GE-DIX, PCIX, ...)

= Analysis using traffic data publicly available

= Data collected mainly @ MINAP and NAMEX

( IXPManager-based, see https://www.minap.it and https://www.namex.it )

= Focus on traffic pattern/deviation @ MINAP and NAMEX
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https://www.minap.it/
https://www.namex.it/

MIX down Monday 12/05/2025 ) i

DOWN @ MIX on Monday 12/02

( according to MIX communications )
Incident started around midnight (similar to a previous incident);

set of factors (control plane «instabilities» (bug) affecting the
peering platform, subnet extension (+ scan) caused ARP
broadcast, unallowed/foreign traffic on peering LAN) link here

different kind of impacts on customers

traffic re-distribution ( as seen @ other IXPs )
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https://www.itnog.it/itnog9/files/16-itnog9-ixp-updates.pdf.pdf

: : "PCIX
Where we retrieve traffic data ) ot

:g IX P see https://www.ixpmanager.org/community/user-list
MANAGER w

IXPManager-based:
IT éMINAP, NAMEX)
IE (INEX)

DE %BCIX, DO-IX, ...)

RO (InterLAN)
GR (GR-IX)
SI (SIX)

HR (CIX)

[...]

Image source: https://en.wikipedia.org/wiki/Central_European_Time#/media/File:Time_zones_of the_Greater Europe.svg
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: : PCIX
Which traffic data we collect JPeIX .

:g IX P e.g. https://ixp.example.com/grapher/{graph}[?id=x][&period=x][&type=X].....
MANAGER

{
"class": "ixp",
"urls”: {
"png”: "https:\/\/www.inex.ie\/ixp\/grapher\/ixp?period=day&type=png&cateaq:
“log": https VN /www . dinex . ie\/ixp\/grapher\/ixp7period=day ipktmlaadaad ©J!
"json”: "https:\/\/www.inex.ie\/ixp\/grapher\/ixp?period=day&type=json&fat:
¥

API d "base_url": "https:\/\/www.inex.ie\/ixp\/grapher\/ixp",
expose "statistics”: {

"totalin”: 15013439881606864,
"totalout”: 158139595668329268,

JSON f'l "curin”: 158715231928,
I es "curout”: 158713872624,

averagein : 80 . 59367,
"averageout": 125578476225.89874,

current traffic [bps] e e
t

"params” : {
"type": "json”,
"“category”: "bits",
"period”: "day",
"protocol”: "all",
"id": 1

source: https://docs.ixpmanager.org/grapher/api/

A
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: : "PCIX
Which traffic data we collect / 2 SJPCIX. .

. I X P w statistics:
totalin: 18553775624851260
MANAGER

totalout: 185748598265903666

187859791154

ISO 8601 timestamp
Mon to Sun week

188483157184

averageif: 15591755652 .6261

averageopt: 1558652462609, 32663
maxin: 358028483486
10m « Sampling)) maxout: 3559728496808
maxinat: "2833-89-27T19:58:00. 0080882 "

144 samples / day naxoutat

"20§3-69-27T19:560:00.0606068Z"

1008 samples / week o
~y category
N 53k samples / year/ e
proi@Qos

id:

e.g CSV dataset record: YYYYMMDDThhmmssZ,187859791184,188403157184|,...]
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Where we retrieve traffic data/ 2

Total peering traffic @ MIX-IT

2.4 714
- 5 8 |
207
187
167
1.4 7
1.2 7Y
107
0.8 7T
.67
0.4 7
0.27

0.9 ™~
Sat 18: 0 Sun 900 Sun 06:800 Sun 12:990 Sun 18:90

B Total traffic
Adaamal: ___2.473 This

81ts per second

Workaround (python script)
*[5 call MIX stats public site
‘ download PNG

import pytesseract lib

extract “current traffic’” text

}g%sai—\— ( parse current Tb/s or Gb/s )

append CSV dataset
(timestamp,traffic)
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MIX update @ ITNOG 9 e

MIX statements during “IXP updates” @ ITNOG 9 (19-20/05/2025 )

30006 !1-2 Maggio !13 Naggio !1-’51 maggio !15 magsio !

\

MMM | [M]Mm M| M] [M[M]  [M]M M

link here
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https://www.itnog.it/itnog9/files/16-itnog9-ixp-updates.pdf.pdf

S PCIX

RIPE NCC update @ ITNOG 9

RIPE NCC report during “RIPE NCC” @ ITNOG 9 (19-20/05/2025 )

Overall path differences using -4hrs (before) as baseline

Baseline vs +4hrs (after): Baseline vs +24hrs (after):
e IT.MIX-IT -38 e ITMIX-IT-291
e IT.MINAP Milan +20 ef AS3257 GTT +185 :
e AS174 Cogent +10 -'\ _A_Sl_?:l _ng_erlt_+_111_ 1
e AS12779 IT.Gate +8 _ _ e IT.MINAP Milan +91
s |_.515_2(11_33_‘3_N_agu_aElrl_a_+_?_| e AS49088 TELMEKOM +82
o AS5S41327 Fiber Telecom +7 o AS541327 Fiber Telecom +78
e DE.DE-CIX Frankfurt +7 -,r AS6762 Telecom Italia Sparkle +49 |
e AS1299 Arelion -7 e AS6517 ZEROMIST +47
e AS9002 RETN +7 e IT.Namex Rome +38
e AS49088 TELMEKOM +6 e AS34428 8ROUTE +33

link here
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https://www.itnog.it/itnog9/files/14-ITNOG9 - RIPE NCC Updates.pdf

RIPE NCC update @ ITNOG 9/ 2

SPCIX

Piacenza Internet Exchange

IXP -4h +4h +24h
IT.DE-CIX Palermo 8 8 7
IT.Equinix Milan 8 9 21
IT.Ge-DIX 1 1 1
| ITMINAP Milan |78 98 | 160 |
IT.MIX Palermo 0 0 4
voer | 202 254 |2
IT.Mamex Bari 0 0 1
IT.Namex MNapoli 4 4 4
e e e e e e e e e s s s e s e s e sl
| ITNamex Rome 80 84 118 I
7 a8 | 11
fmroex s e | 22 |
imvsxk o o |14
————————————————————————— -0

link here

Report on Italian IXPs only
MINAP ~ 2x after 24 h
NAMEX ~ +50% after 24 h
TOP-IX ~ 4x after 24 h

PCIX

K-root node
Mon/Tue traffic ~ 4x
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https://www.itnog.it/itnog9/files/14-ITNOG9 - RIPE NCC Updates.pdf

EX.: W9 MINAP norm to Week AVG  EF¥2.

MINAP W9 cur / avg (weekly)
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MINAP Monday traffic W1-W28

A
>

PCIX

Piacenza Internet Exchange

MINAP 2025 W1-W28 Mon cur IN [Gpbs]
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MINAP Monday traffic W10-W32 =h R

Monday current in traffic [Gbps]

600 600
770 W20 (Monday May 1Eth:| 220
500 500
450 450
400 400
350 350
300 300
250 250
200 200
150 150
100 100

WIOWI1IWI2ZWI1IWI4AWISWIeWI17WIBWI1SW20W21 W22 W23 W2 WIS W2eW2TW2EW29W3I0DW31W32

m95p WAVG

A

NOG.HR 6 | 18 September 2025 | Zagreb, Croatia www.naquadriait g



MINAP Mon-Thu W1-W19<>W?20 AVG

A
>

PCIX

Piacenza Internet Exchange
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MINAP Mon-Thu W1-W19<>W20 95p &=%.
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NAMEX Mon-Thu W1-W19<>W20 AVG

PCIX

a Internet Exchange
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"MPCIX

Piacenza Internet Exchange

NAMEX Mon-Thu W1-W19<>W20 95p
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MINAP/NAMEX/MIX (yearly)

"NPCIX

Piacenza Internet Exchange

MINAP :: MINAP
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Daily traffic pattern chan

Down on 12/05/2025

Total peering traffic @ HIX~IT\
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2.3 7|

second

<07

157

Bits per

1.7

0.57
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B Total traffic

Maximal: 3.083 Tb/s
Current: 1.576 Tb/s
Average: 1.561 Tb/s

g)e

(mainly due to ByteDance
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MINAP and NAMEX (weekly)
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PCIX

Piacenza Internet Exchange
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Piacenza Internet Exchange

"NPCIX

MINAP W18 <> W36 traffic pattern
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MINAP min-max n [W18-19,W35-36] &%

1,00
0,90
0,80
0,70
0,60
0,50
0,40
0,30
0,20
0,10

0,00

min-max normalization (weekly-based)
correlation: W19-W18: 0,944 | W36-W35 0,969 | W35-W19 0,861
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MINAP [W18-19,W35-36] Mon Tue  &=%2%.
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MINAP W.H. AVG W15-W36 =N
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SOME NOTES AND CONCLUSIONS ZTCX

More questions than answers ...

 IMHO a missed opportunity

« Are IXPs “Essential Entities” ? ( from a NIS2 perspective )
 Which is the “ltalian Internet” level of resilience ?

* Different kind of impact on customers ?

* Impact on ISP not multi-homed ?

* Mid term IXPs evolution ( e.g. ByteDance @ MINAP )
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’m Piacenza Internet Exchange

QUESTIONS?
COMMENTS?
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’m Piacenza Internet Exchange

THANK YOU
FOR YOUR ATTENTION

Gianluca Sironi NAQUADRIA | PCIX
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